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VZ Inteddhiicotion

Cryptography mathematically strong, but physical implementations vulnerable
¢ Side channel attacks
¢ Differential Power Analysis (DPA)
- Countermeasures exist but are known to be costly
- CAESAR Competition
¢ 15 Round 3 candidate authenticated ciphers, including CLOC AES
- Protect CLOC AES with DPA countermeasures
= Discover a peculiar condition
- Extend our test bench to analyze the condition
- Confirm the cause
- Fix the vulnerability and measure the cost
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Combine the functionality of confidentiality, integrity and authentication

Npub Nsec ~ AD Message Npub I\Ilfsné:c AD  Ciphertext Tag
Key Key
Encryption Decryption
l + —
or
Npub I\IIESné:C AD  Ciphertext Tag Invalid Nsec  AD Message

Notation: Npub = Public Message Number; (Enc) Nsec = (Encrypted) Secret Message Number; AD = Associated Data
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CLOCAAES
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VZ Pravious/Wiork

Analysis of DPA and countermeasures:

Authenticated Ciphers Block Ciphers

ACORN i [DRA16]?, [DFL17]%, [SSMC17]t AES - [MPLP+11], [BGNN+14], many ot hers &
Asconi [GWDE15], [GMK16], [GM17], [SD17] SIMON i [SSA14], [STE17]

Cloc & Silc T None PRESENT i [PMKL+11], [KNPW+13], [DCWF16],

Jambu - None [HPGM17]

Ketje i [BDNN+14]2, [LFFD+14]2, [TS13]2, LED i [SSA14], [SMG16]

[SD17]3 TWINE i [Gupl5]

AES-GCM i [Jaf07], [BFG14], [VRM17]

Medium Scale analysis of LW Block Large Scale analysis of Authenticated Ciphers
Ciphers

ACORN, Ascon, Cloc & Silc, Jambu, Ketje:[DAF+18a,

AES, SIMON, SPECK, PRESENT, LED,TWINE: DAF+18b]
[DAKG17, DAKG18]
Medium Scale analysis of Authenticated Ciphers

AES, SIMON, SPECK, PRESENT, KHUDRA:
[SMGP+17] ACORN, Ascon, AES-GCM: [DFA+18]

17 Fault Attacks, not DPA
21 Strictly Keccak-f in SHA-3, not Ketje
31 Lake Keyak of Ketje i Keyak group




-37 Previous Work (cbntfd)

- S0 whatos missing?
¢ Discussion of costs of protecting authenticated cipher layer
¢ Significant non-linear transformations above the primitive layer
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Findipdg doéalmge

DPA Vulnerabllity Countermeasures
Test Vector Leakage Assessment Threshold Implementations

(TVLA) {est)

- Separate I nto 2+
- If degree d, d+1 shares required
- Properties

. Non-completeness.

. Correctness.

s Uniformity.

T. Schneider,A. Moradi, A Leakage Assessiment Met hodol og§. Nikova, C. RechbergerandV.Rijmen, A Thr eshol d | mpl em
a clear roadmap for side-channel evaluations, 6 2015 Against Side-Channel Attacks and Glitches, 6 2 00 6
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FOROS

AgilenTechnologies DSO6054A OscillostseésFG2120 Control & Victim Board
20 MHz Functi@enerator, Agil&8620A DC povseipply  (DigilenNexys3 with Spartan 6 FPGA), connected by custom

1
Personal Computer I quuenw'&nmmr|
! ! ' Results Traces GECHIESEDPE
I I ) Pener Supply |
Public | Secret | Random :—:—E:EEE |_l_ ___________
data : data : data 20004300 H | Current Probe Device Under Test
| I RROFOCO0 Spartan-6
Tisst Wertlors — | AFO g Pdi AEAD
E —t ; ————— —y— — ;iw:{ FIFO [t sdi do [—| FIFO
ontrolier apartan-b | .
||j||'| —e PRMNG —_— radi
LISE - il:lu}ut

Additional detail available at/kityystography.gmu.edu/fobos/ 12
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lden tifyinioethes loeakage

|deal t-test of protected CLOC AES

T-test of unprotected CLOC AES
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€ We got this!
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ldentifyinigethe Leakadage (contd)c

- Data-dependent branch
¢ Most-significant bit (MSB) of 15t word of Associated Data (A)

LEea[I:ate gollisczli ¥ garsri]ftte\;vt?/eitzrz c;oO rt .n rcli °oorwe - if msbi(ozp(A[1])) = 1 then
- nstraine
g pp 2. Sg[1] < h(Sg[1])

= msb(A[1]) =0 or 1 for all test vectors +. end if

CLOC Specification

Spike 1 Spike 2 Spike 3

Unconstrained AD msh(A[1]) =0 msh(A[]) =1 Unconstrained AD msk(A[1]) = O msh(A[1]) =1
CLOC AES CLOC TWINE

AConditionall|ly Protectedo
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VIRGINIA TECH

Requirement: Tool to identify exact source of leakage

Solution: FOBOS Profiler

= Maps power samples to specific clock cycle and device state
Correlate power measurement (voltage) or leakage (t-test) to data or condition
= User-defined trigger start and end
ct User gener at es iiSimavoeelSimi dr etlbertod i n g
Post-acquisition graphical or data-driven analysis

m

m
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